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LEGALNOTICE

PLEASE READTHESE TERMSOFUSE (THE "AGREEMENT") BEFOREUSING EnOCEAN SWITCHMESHPROXY
SERVER (“DOCUMENTATION”). THE AGREEMENTGOVERNS YOURUSEOF THEDOCUMENTATIONWHICH
IS MADE AVAILABLE FOR YOUR USE ONLY ON THE CONDITION THAT YOUAGREE TOTHE TERMSOF THE
AGREEMENT SET FORTH BELOW. IF YOU DO NOTAGREE TOALLOF THE TERMSOF THEAGREEMENT, DO
NOT USE THE DOCUMENTATION. BY APPLYING ORUSING THEDOCUMENTATION, YOUANDTHE ENTITY
YOU ARE AUTHORIZED TO REPRESENT ("PARTNER") SIGNIFY YOUR AGREEMENT TO BE BOUND BY THIS
AGREEMENT. 

Copyright © 2023 by SILVAIR, Inc. and SILVAIR group companies (“SILVAIR”).

This document is subject to copyright (including patent protection) by SILVAIR, unless otherwise indicated.
Copyright is not claimed as to any part of the intellectual property owned by Bluetooth SIG, Inc. Product names
andmarkings noted hereinmay be trademarks of their respective owners.

License. Subject to the terms and conditions of this Agreement, SILVAIR hereby grants the Partner a worldwide,
non-exclusive, perpetual, non-transferable, non-sublicensable license to use the Documentation in order to
support of engineering Partner’s development of software intended to interoperate a mesh node with the
EnOcean© switch (“Software”). SILVAIR reserves all rights not expressly granted to the Partner under this
Agreement.

License Restrictions. The Documentation is permitted to be implemented or used provided that the following
conditions are met (i) the Software and its redistributions in any form, must retain the above copyright notice, (ii)
the Partner will not at any time, directly or indirectly modify, alter, translate, recast, disassemble, edit, create
derivative works of, or otherwise tamper with the Documentation, or any security technology, software, or rights
management information used in Silvair’s delivery of the Documentation; (iii) modify or remove any copyright,
trademark or other proprietary rights notice on the Documentation; (iv) use the Documentation or its delivery to
submit or transmit any computer viruses, worms, defects, Trojan horses or other items of a destructive nature or
to send any commercial solicitation or spam (whether commercial in nature or not), (v) neither the name of
Silvair© nor the names of its contributors may be used to endorse or promote products based from this
Documentation without specific prior written permission.

Disclaimer. THIS DOCUMENTATION IS PROVIDED BY SILVAIR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY,
NONINFRINGEMENT, AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. INNOEVENT SHALL
SILVAIR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISEDOF THE POSSIBILITYOF SUCHDAMAGE.

Limitation of Liability. SILVAIR AND ITS CONTRIBUTOR TOTAL AGGREGATE LIABILITY TO THE PARTNER or
THIRD PARTY UNDER OR IN CONNECTION WITH THIS AGREEMENT OR ITS BREACHTHEREOFWILLNOT
EXCEEDONEHUNDREDU.S. DOLLARS ($100.00).

Indemnification. The Partner shall indemnify, defend, and hold harmless Silvair and its officers, directors,
employees, agents, affiliates, successors, assigns, and licensees (each an "Indemnified Party") from and against
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any losses, damages, liabilities, deficiencies, claims, actions, judgments, settlements, interest, awards, penalties,
fines, costs, or expenses of whatever kind, including reasonable attorneys' fees and the cost of enforcing any right
to indemnification hereunder and the cost of pursuing any insurance providers, arising out of or in connection
with any third-party claim, suit, action, or proceeding (each a "Third-Party Claim") relating to any actual or alleged
breach by Partner of its representations, warranties, covenants, or other obligations hereunder.

Miscellaneous. The relationship between the parties is that of independent contractors. Nothing contained in this
Agreement will be construed as creating any agency, partnership, joint venture, or other form of joint enterprise,
employment, or fiduciary relationship between the parties, and neither party has authority to contract for or bind
the other party in anymanner whatsoever.

If any term or provision of this Agreement is invalid, illegal, or unenforceable in any jurisdiction, such invalidity,
illegality, or unenforceability will not affect the enforceability of any other term or provision of this Agreement,
or invalidate or render unenforceable such term or provision in any other jurisdiction. Upon a determination that
any term or provision is invalid, illegal, or unenforceable, the parties shall negotiate in good faith to modify this
Agreement to effect the original intent of the parties as closely as possible in order that the transactions
contemplated hereby be consummated as originally contemplated to the greatest extent possible.

The Document as well as the rights and obligations under the Agreement shall be governed by Polish regulations.
The user of the document and SILVAIR agree to submit to the exclusive jurisdiction of, and venue in, the courts of
Krakow, in any dispute arising out of or relating to this agreement. The application of the “United Nations
Convention on Contracts for the International Sale of Goods” is hereby excluded. All required or permitted
notices to Silvair under this document will bemade in writing, make reference to this document, and be delivered
by hand, or dispatched by prepaid air courier or by registered or certified airmail, postage prepaid, addressed as
follows:

SILVAIR Sp. z o.o.
ul. Jasnogórska 44
31-358 Kraków
Poland
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1. Introduction

The EnOcean switch is an energy harvesting wireless switch that communicates using the Bluetooth Low Energy

(BLE) radio standard.

The EnOcean switchmesh proxy server is a software that translates the proprietary EnOcean’s protocol to

standardized Bluetoothmeshmessages.

For EnOcean switch details, see the EnOcean PTM 216B Bluetooth® Pushbutton Transmitter Module user manual.
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2. Definition

The EnOcean switch proxy server translates the EnOcean switch data telegrams to Bluetoothmeshmessages.

2.1Model state

The EnOcean switchmesh proxy server model uses the Configuration state.

2.1.1 Configuration state

This state has two substates.

2.1.1.1 Security key state

The Security Key state is a 16-octet-long AES key used in AES-CCM computation.

The 0x00000000000000000000000000000000 and the 0xFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF values are

not allowed and setting them results in Status 0x01 (Configuration not set).

2.1.1.2 Source address state

The Source Address state is the Bluetooth device (BD) address of the EnOcean switch (it is called Static Source

Address in EnOcean's documentation).

The default value is unset.

2.2Model messages

EnOcean switchmesh proxy server model messages are used to configure the behavior of an EnOcean switch

mesh proxy server node.

The following table lists theOpCodes and SubOpCodes of the EnOcean switch proxy server meshmodel messages:

Message OpCode SubOpCode

ENOCEAN_PROXY_CONFIGURATION_GET 0xF43601 0x00

ENOCEAN_PROXY_CONFIGURATION_SET 0xF43601 0x01

ENOCEAN_PROXY_CONFIGURATION_DELETE 0xF43601 0x02

ENOCEAN_PROXY_CONFIGURATION_STATUS 0xF43601 0x03

2.2.1 ENOCEAN_PROXY_CONFIGURATION_GET

ENOCEAN_PROXY_CONFIGURATION_GET is a reliable message used to report the current Configuration state.

The response to the ENOCEAN_PROXY_CONFIGURATION_GETmessage is an

ENOCEAN_PROXY_CONFIGURATION_STATUSmessage. This message has no parameters.

business@silvair.com www.silvair.com page 5
Copyright © 2023 by SILVAIR, Inc. and SILVAIR group companies (“SILVAIR”). All Rights Reserved.



SN-217 EnOcean switchmesh proxy server rev. 1.4

2.2.2 ENOCEAN_PROXY_CONFIGURATION_SET

ENOCEAN_PROXY_CONFIGURATION_SET is a reliable message used to set the Configuration state.

The response to the ENOCEAN_PROXY_CONFIGURATION_SETmessage is an

ENOCEAN_PROXY_CONFIGURATION_STATUSmessage.

Field Size Description

Security Key 16 New value of the Security Key state.

Source Address 6 New value of the Source Address state.

2.2.3 ENOCEAN_PROXY_CONFIGURATION_DELETE

ENOCEAN_PROXY_CONFIGURATION_DELETE is a reliable message used to clear the current Configuration

state. The response to the ENOCEAN_PROXY_CONFIGURATION_DELETEmessage is an

ENOCEAN_PROXY_CONFIGURATION_STATUSmessage. This message has no parameters.

2.2.4 ENOCEAN_PROXY_CONFIGURATION_STATUS

ENOCEAN_PROXY_CONFIGURATION_STATUS is an unreliable message used to report the status of the

operation on the Configuration state.

Field Size Description

Status 1 Status code for the requestingmessage.

Source Address 6 Current value of the Source Address state (optional).

The Status field reports the current EnOcean switchmesh proxy server Status code of the node as defined in the

following table:

Value Description

0x00 Success.

0x01 Configuration not set.

0x02 Unspecified error.

0x03 – 0xFF Reserved for future use.

The Source Address field is present in themessage when the Source Address state is set and the Status field is

equal to Success; otherwise the Source Address field is not present.
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2.3Model description

This model is a root model.

The application-layer security on themodel uses application keys.

This model shall support model subscription defined in Section 4.2.3 of theMesh Profile specification.

TheModel ID is a VendorModel ID: Company ID is 0x0136 and vendor-assignedModel identifier is 0x0001.

2.3.1 Behavior

The specific behaviors are defined in the following sections.

When an Element receives amessage with a parameter set to the value described as “Not allowed” it shall ignore

themessage.

When an Element receives amessage with a bit set to one in the fields described as RFU, it shall process the

message ignoring the value of the field described as RFU.

When an Element receives amessage with parameters length set to different than specified size it shall ignore

themessage.

2.3.2 Configuration state

When an Element receives an ENOCEAN_PROXY_CONFIGURATION_GETmessage it shall respondwith an

ENOCEAN_PROXY_CONFIGURATION_STATUSmessage. If the Source Address state is set, the Source Address

field shall be set to the current Source Address state and the Status field shall be set to 0x00 (Success). If the

Source Address state is not set, the Source Address field shall be omitted and the Status field shall be set to 0x01

(Configuration not set).

When an Element receives an ENOCEAN_PROXY_CONFIGURATION_SETmessage that is successfully

processed (i.e., it does not result in any error conditions listed in the following table), it shall set the Source

Address state to the Source Address field, the Security Key state to the value of Security Key field, and respond

with an ENOCEAN_PROXY_CONFIGURATION_STATUSmessage with the Source Address field set to the

current Source Address state and the Status field set to 0x00 (Success).

When an Element receives an ENOCEAN_PROXY_CONFIGURATION_SETmessage that is not successfully

processed (i.e., it results in any error conditions listed in the following table), it shall respondwith an

ENOCEAN_PROXY_CONFIGURATION_STATUSmessage with the Status field set to Status code value. If the

Source Address state is set, the Source Address field shall be set to the current Source Address state; otherwise

the Source Address field shall be omitted.

Error condition Status code

The Security Key field value is not allowed Configuration not set

The Security Key state and the Source Address state is not set Configuration not set

The new state values cannot be stored or any other internal error Unspecified error

When an Element receives an ENOCEAN_PROXY_CONFIGURATION_DELETEmessage, it shall unset the

Security Key state and Source Address states and respondwith an

ENOCEAN_PROXY_CONFIGURATION_STATUSmessage with Status field set to 0x01 (Configuration not set)

and omit the Source Address field.

business@silvair.com www.silvair.com page 7
Copyright © 2023 by SILVAIR, Inc. and SILVAIR group companies (“SILVAIR”). All Rights Reserved.



SN-217 EnOcean switchmesh proxy server rev. 1.4

3. Behavior

The EnOcean SwitchMesh Proxy Server model uses two elements – element A and element B. Each element

handles a pair of buttons. Each element has a Generic OnOff Client and a Generic Level Client. Each Generic

OnOff Client or Generic Level Client can be configured independently to publishmessages. Element B has amesh

element address that is one bigger than themesh address of element A.

Fig. 1. EnOcean switch mesh proxy server elements andmodels mapping
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3.1 EnOcean data telegrams processing

Eachmessage that contains aManufacturer specific AD Type is processed:

1. The BD_ADDRESS is checked against the configured Source Address.

2. The size of themessage is checked versus expected EnOcean data telegram size.

3. The EnOcean data telegram's authentication is checked using the Security Key state as described in the

EnOcean PTM 216B user manual.

4. The EnOcean data telegram sequence field is checked against the stored sequence to prevent replay

attacks. Each processed EnOcean data telegram sequence is persistently stored to prevent replay attacks.

5. Whan all checks are passed, the Switch Status field of the EnOcean data telegram is parsed and events are

generated for the statemachines. The followingmapping is used:

a. Statemachine used by element A:

i. EnOceanON event – State I of the channel B – B1 bit is set to Action, B0 bit is set to No Action

ii. EnOceanOFF event – State O of the channel B – B0 bit is set to Action, B1 bit is set to No Action

b. Statemachine used by element B:

i. EnOceanON event – State I of the channel A – A1 bit is set to Action, A0 bit is set to No Action

ii. EnOceanOFF event – State O of the channel A – A0 bit is set to Action, A1 bit is set to No Action

When both buttons on the same channel report Action in the same EnOcean data telegram, EnOceanON

and EnOceanOFF events are not generated.

For more information onO/I States, A0, A1, B0, B1 bits, and Action / No Action values, refer to section
2.4 User Interface and section 4.6.2 Button action encoding in the EnOcean PTM 216B user manual.

Fig. 2. EnOcean switch mesh proxy server elements, channels, and events mapping
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3.2 Statemachine

EnOcean channel B is mapped to a statemachine and a pair of Generic OnOff Client and Generic Level Client

models on element A. EnOcean channel A is mapped to a statemachine and a pair of Generic OnOff Client and

Generic Level Client models on element B. The statemachine is described as follows.

Fig. 3. EnOcean switch mesh proxy server state machine

States:

● IDLE: nomessage received

● Wait ON: EnOceanON press received, timer started to detect short/long press

● Delta ON: Long press timeout elapsed, Increasing Generic Delta messages are sent

● Wait OFF: EnOceanOFF press received, timer started to detect short/long press

● Delta OFF: Long press timeout elapsed, Decreasing Generic Delta messages are sent

Events:

● ONPressed: EnOceanON press received

● ONReleased: EnOceanON release received

● OFF Pressed: EnOceanOFF press received

● OFF Released: EnOceanOFF release received

● TimeoutWait: Long press detection timeout elapsed

● Timeout Delta: Timeout for sending Generic Delta messages

● Tick SendDelta: Periodic sending of Generic Delta messages
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Actions:

● SendGeneric ON: Send Generic OnOff messages with value 1 using the short press message sequence

● SendGeneric OFF: Send Generic OnOff messages with value 0 using the short press message sequence

● SendDelta ON: Send Generic Delta message with the incremented value using the long press message

sequence

● SendDelta OFF: Send Generic Delta message with the decremented value using the long press message

sequence

3.3Message sequences

Depending on the time between pressing and releasing the EnOcean switch rocker, a long press or a short press

messages sequence is triggered. The statemachine is controlling whichmessage sequence is used. The short

press message sequence has one phase and once started it is always fully executed. The long press message

sequence has three phases and the statemachine controls transitions between phases.

3.3.1 Short press message sequence

Short press action is started when the button is released before the long press timeout elapses. The resulting

action is a sequence of messages (phase A) that contain the same value (On or Off) but with a decreasing Delay

parameter. This helps reduce the popcorn effect onmessage receivers.

Generic OnOff Set Unacknowledgedmessages are used.

The short press message sequence is shown in the following figure. The red arrows represent the value of the

Transition Time field of themessage, the black arrows represent the value of the Delay field.

● There are 4messages, 50ms apart from each other

● Themessages have the sameGeneric OnOff state value equal to 1 (Send Generic ON action) or to 0 (Send

Generic OFF action)

● Transition Time is set to the Generic Default Transition Time state value

● Themessages have a decrementing Delay parameter value in 50ms steps

Fig. 4. Example of a short press message sequence for default Transition Time set to 1000ms
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3.3.2 Long press message sequence

Long press message sequence is started when the button is still pressedwhen long press timeout expires.

The resulting action is three sequences of messages (phase B, phase C, and phase D). In each phase, message

parameters are different, but each phase shares the same TID.

Generic Delta Set Unacknowledgedmessages are used for each phase.

When the statemachine enters the Delta ON or Delta OFF states, phase B is started.When phase B is completed,

phase C is started.When the statemachine leaves the Delta ON or Delta OFF states, phase D is run. Phase B is

always 150ms long, phase D is always 200ms long. The phase C length depends on the statemachine events.

The long press message sequence is shown in the following figure. The red arrows represent the value of the

Transition Time field of themessage and the black arrows represent the value of the Delay field.

Fig. 5. Example of a long press message sequence

The B phase is similar to phase A of the short press message sequence:

● There are 4messages, 50ms apart from each other

● Themessages have the sameDelta Level value equal to 2520 (SendDelta ON action) or to -2520 (Send

Delta OFF action)

● Transition Time is set to 200ms

● Themessages have a decrementing Delay parameter value in 50ms steps

The C phase is started after the B phase is over and the button is still pressed:

● Each 100ms amessage is transmitted

● Eachmessage has a different Delta Level value (linear increasing in time by 2520when the SendDelta ON

action is run or linear decreasing in time by -2520when the SendDelta OFF action is run)

● Transition Time is set to 200ms

● Delay is set to 0

When the button is released, the sequence D is started:

● There are 5messages, 50ms apart from each other

● Themessages have the sameDelta Level value (final Delta Level value)

● Transition Time is set to 200ms

● Delay is set to 0
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3.3.3 Examples

Screens provided in this section are taken using theWireshark® packet analyzer.

3.3.3.1 OnOff

The following screen shows actual messages from a short press event.

Fig. 6. Example of short press event messages

3.3.3.2 Dimming

The following screen shows actual messages from a long press event. Phase B and phase D are highlightedwith a

blue background, whereas phase C has a white background.

Fig. 7. Example of long press event messages

The Time column shows the number of seconds since the previous displayedmessage.
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3.3.3.3 Delta timeout behavior

When a button is pressed for a long time (over 6 seconds), the Generic Delta Set Unacknowledgedmessages are

not sent anymore.

When the button is released, the Generic OnOff Set Unacknowledged is sent.

Fig. 8. Example of Generic Delta Set Unacknowledged messages
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4. Document revisions

Revision Date Editor Changes

1.4 1 August 2023 GM Added links to the new PTM216B user manual.

1.3 18May 2023 GM Corrected the links to the EnOcean PTM215B user manual. Corrected figure

numbers. Implemented template v. 1.2. Minor corrections.

1.2 21 September 2021 AS Corrected the 3.3.2 Long press message sequence section.

1.1 9 July 2021 PW Updated the 2.3Model description and 3.1 EnOcean data telegrams processing

sections and added figure descriptions.

1.0 23 June 2021 PW Initial version of the document.
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Contact information

Support:

Business development:

For more information please visit:

support@silvair.com

business@silvair.com

www.silvair.com

Our offices:

Europe

ul. Jasnogórska 44

31-358, Kraków

POLAND

North America

717Market Street, Suite 100

San Francisco, CA 94103
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