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LEGALNOTICEDISCLAIMER

This document and the contents of all materials available from this document (the “Content”) are subject to
copyright (including patent protection) by SILVAIR, unless otherwise indicated. Copyright is not claimed as to any
part of the intellectual property owned by Bluetooth SIG, Inc. Product names andmarkings noted hereinmay be
trademarks of their respective owners. Accordingly, the Content may not be republished in anywaywithout the
prior written consent of SILVAIR. In doing so, youmay not remove or alter, or cause to be removed or altered, any
copyright, trademark, trade name, service mark, or any other proprietary notice or legend appearing on any of
the Content. Modification or use of the Content except as expressly provided herein violates SILVAIR’s
intellectual property rights. Neither title nor intellectual property rights are transferred to you by access to this
document.

The information provided in this document is provided “AS-IS” and SILVAIR specifically disclaims any and all
express, implied or statutory warranties, including the implied warranties of fitness for a particular purpose, and
of merchantability and against infringement. No person is authorized tomake anywarranty or representation on
behalf of SILVAIR concerning the performance of the described services or information. The user of the
document assumes all responsibility and liability for proper and safe handling of the goods and services. Further,
the user indemnifies SILVAIR from all claims arising from the handling or use of the goods and services. It is the
user’s responsibility to take any and all appropriate precautions with regard to electrostatic discharge and any
other technical or legal concerns. Users handling electrostatic discharge installation must have appropriate
electronics training and observe good standards of engineering practice. Except as expressly indicated in writing,
SILVAIR services are not designed for use in medical, life-saving, or life-sustaining applications or for any other
application in which the failure of the SILVAIR service could result in personal injury or death. The information
contained in this document may not be used contrary to applicable law or any purpose other than specified in the
document i.e. for a lighting control solution.

Unless otherwise specified in the writing, to the maximum extent permitted by applicable law. SILVAIR SHALL
NOT BE RESPONSIBLE OR LIABLE TO ANYBODY FOR ANY DIRECT or INDIRECT, SPECIAL, INCIDENTAL,
PUNITIVE, OR CONSEQUENTIAL DAMAGES, INCLUDING, BUT NOT LIMITED TO, LOSSOF REVENUES, LOSS
OF PROFITS OR LOSS OR INACCURACY OF DATA, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, OR INCURRED IN USING THIS DOCUMENT OR SILVAIR’S SERVICES AND/OR PRODUCTS.
SILVAIR’S CUMULATIVE LIABILITY FOR ANY AND ALL DAMAGES IS LIMITED TO THE AMOUNTS PAID TO
SILVAIR BY THE USER IN THE LAST 12 (TWELVE) MONTHS FOR THE PARTICULAR PRODUCTS AND/OR
SERVICES WITH RESPECT TO WHICH A CLAIM IS MADE. SILVAIR HAS AGREED WITH THE USER THAT
THESE LIMITATIONS WILL SURVIVE AND APPLY EVEN IF ANY LIMITED REMEDY SPECIFIED IN THIS
AGREEMENT IS FOUNDTOHAVE FAILEDOF ITS ESSENTIAL PURPOSE.

The parameters provided in this document may vary over time. All operating parameters, including typical
parameters, must be validated by each customer’s technical experts.

Except as expressly indicated in writing, no license, express or implied, to any intellectual property rights is
granted by this document or by any conduct of SILVAIR.

The document and information provided in this document is proprietary to SILVAIR, and unless otherwise
indicated in writing, SILVAIR reserves the right tomake any changes to the information in this document or to any
products and services at any timewithout notice.

The document as well as the rights and obligations of SILVAIR and of the user of the documentation and/or
SILVAIR’S services hereunder shall be governed by Polish regulations. The user of the document and SILVAIR
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agree to submit to the exclusive jurisdiction of, and venue in, the courts of Krakow, in any dispute arising out of or
relating to this agreement. The application of the “United Nations Convention on Contracts for the International
Sale of Goods” is hereby excluded. All required or permitted notices to Silvair under this document will bemade
in writing, make reference to this document, and be delivered by hand, or dispatched by prepaid air courier or by
registered or certified airmail, postage prepaid, addressed as follows:

SILVAIR Sp. z o.o.
ul. Jasnogórska 44
31-358 Kraków
Poland
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1. Introduction
This document provides installers and designers of Bluetoothmesh networks with the following information:

● How the Initialization Vector Index (IV index) works.

● Why issuesmay occur in the network.

● Troubleshooting steps to resolve these issues.

The IV index is a 32-bit value that is included in everymessage sent using the Bluetoothmesh protocol. It is a

mandatory part of the Bluetoothmesh specification and its role is tomake sure that communication between

devices in the network is secure.

In the Silvair implementation, the IV index can be stored in the device itself, in the Silvair cloud, and in the Silvair

mobile app. Themobile app reads the IV index as it connects to a device. Only the highest IV index seen in the

network by themobile app so far is stored in the cloud.

2. How the IV index works
Each device in BluetoothMesh uses a sequence number and the IV index to encrypt/decrypt messages.

The sequence number is a 24-bit value, whichmeans that a device can send 16,777,216messages before the

sequence number reaches its limit.

To extend the longevity and to ensure that eachmessage in themesh network can still be secured, the sequence

number is combinedwith a 32-bit IV index. This approach significantly extends the number of messages that a

device can send before running out of combinations.

Eachmessage sent over themesh is checked by the receiving device tomake sure that these two conditions aremet:

● The sequence number is higher than the last one received from this device.

● The IV indexmatches.

If either of these conditions is not met then themessage is ignored. This unique combination of sequence number

and IV index for eachmessage ensures the security of transmissions throughout the entire lifespan of themesh

network.

For more detail on how the sequence number and IV index are used tomanage security in a Bluetoothmesh

network, see the Bluetoothmesh specification.

2.1 Setting the initial IV index and sequence number

When the first device is added to a network, it receives an IV index of 0 from the Silvair cloud and it starts with a

sequence number of 0.
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2.2 Updating the IV index

There are threemechanisms bywhich the IV index can be updated.

2.2.1 IV Index Update procedure

When the sequence number approaches the highest value (16,777,216) the device increases its IV index by 1 and

resets the sequence number. It also sends amessage to the rest of the devices in the network that they also need

to increase their IV index (regardless of their current sequence number ). In this way, the IV index always has the1

same value throughout the network or is in the process of being unified. This is the “IV Index Update procedure”

which is described in the Bluetoothmesh specification.

Each device can also start the IV Index Update procedure if it senses that it or one of its neighbors is approaching

the sequence number limit (see the Bluetoothmesh specification for more details).

The Bluetoothmesh specification does not allow the IV Index Update procedure to occur more frequently
than once every 192 hours (8 days).

2.2.2 IV Index Recovery procedure

If a device is power cycled, it will, on power up, listen for a brief period of time for a higher IV index in the network.

If it receives a higher IV index from another device or themobile appwithin this period, it will adopt it. This is the

“IV Index Recovery procedure” and it occurs on each device individually.

For devices with firmware version earlier than 2.30 and a lower IV index than other devices in the
network, the IV indexmust be updated by reprovisioning or power cycling.

Starting from firmware version 2.30, each device will perform the “IV Index Recovery procedure” every 192

hours, removing the need for reprovisioning or power cycling.

2.2.3 Reprovisioning

By removing the device from the network and adding it again, the IV index will be set to the value recorded in the

cloud. This value represents the highest IV index seen by the app for this network so far which is made available

via themobile app.

2.3 IV index issues

Problemswill occur in cases where some devices are not in range of others in the network, that is, if the network

has ‘islands’. An islandmay be a single device, a group of devices in an area , or an entire area, each functioning2

independently in the network. In this case, the “IV Index Update procedure” will occur separately for each island

and different IV indexes will arise in one network. This will cause various problems, most commonly when adding

new devices and updating firmware.

The IV index in each island cannot be tracked remotely.

2By ‘area’ wemean a network area as defined in the Silvair Commissioning tool, not an area in physical space.

1Not all devices transmit at the same rate, so somewill reach the sequence number limit before others.

business@silvair.com www.silvair.com page 5
Copyright © 2024 by SILVAIR, Inc. and SILVAIR group companies (“SILVAIR”). All Rights Reserved.



SN-227 IV index application note rev. 1.2

3. Troubleshooting

3.1 Prerequisites

Go to your App Store account tomake sure that you are using the Silvair mobile app for iOS/iPadOS version

1.33.2 or later. If necessary, update to the newest version before troubleshooting any IV index issues.

Silvair mobile app versions earlier than 1.33.2may not be able to connect to an islandwith a lower
IV index than the highest one previously seen by the app for this network. This was fixed in version 1.33.2.
Starting from this version, the Silvair mobile appwill be able to connect to any device in the network,
regardless of its IV index.

3.2 Resolving IV index issues

We recommend resolving IV index issues in the following sequence:

1. Connect all islands so they are part of the network.

2. Find the highest IV index in the network.

3. Unify the IV index of the remaining devices with the highest IV index value.

3.2.1 Connecting all islands

1. Use the ‘mesh quality test’ in the Silvair mobile app for iOS/iPadOS from different places in the building to

find islands. These will be groups of devices that are consistently out of range. They will be displayed in

red in the test.

2. To connect the island(s), install at least one device in a place where it can connect with both the network

and the island and set it up as a relay. Use themesh quality test tomake sure that the island can now be

seen. Repeat this step for each island.

3. If it is not possible to connect an island (for example because the islands are in different places, or the

distance between them is too big), consider one of the following solutions:

a. Set up each island as a separate project (recommended).

b. Set up each island as a separate area. In this case, issuesmay arise when adding new

devices/gateways or connecting to the islandwith themobile app.

Use themesh quality test tomake a note of which zones belong to which island.

3.2.2 Finding the highest IV index

To find the highest IV index in a network/area, use the Silvair mobile app for iOS/iPadOS to connect to a device in

the island and read the IV index from the diagnostics panel (Diagnostic > Element 0 – Silvair Debug Server >

IV Index).

1. Make a note of the value.

2. Repeat this step for each part of the network (including any islands).

Now, youwill know all the IV indexes that appear in the network and the highest IV index in the
network will later be recorded in the Silvair cloud.
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3.2.3 Unifying the IV index

To unify the IV index of a network or area at the highest value, use one of thesemethods:

● Reprovisioning – unprovision all devices that do not already have the highest IV index and reprovision

them (recommended). Make sure that no islands are created.

● Power cycling – leave only the zones with the highest IV index powered on and power cycle each of the

remaining zones one by one until each device has the highest IV index (leave the power off for 1minute

each time). Youmay need to power cycle a zonemultiple times.

● Using a battery-powered device – add a battery-powered device to each zonewith a lower IV index using

themobile app for iOS/iPadOS. On provisioning, the device will receive from the cloud the highest

IV index seen in the network. Power cycle the zone asmany times as is required for each device to have

the highest IV index (use the Silvair mobile app for iOS/iPadOS to check) and leave the power off for

1 minute each time. Repeat this step for each zonewith a lower IV index.

3.3 Common IV index issues

The following are themost common IV index issues and the recommended steps to resolve them:

● A new device added to a part of the network (for example an island) cannot be controlled (via switch or

sensor) as it has a different IV index than the other devices already in that zone

1. Reprovision all other devices in the island or power cycle them (force the IV Index Recovery

procedure) to have their IV index increased to the highest value.

2. Use themesh quality test and also the ‘Test’ tab in the Silvair mobile app for iOS/iPadOS.When all

devices can be seen and controlled, then the IV index has been unified in this area.

● The Silvair mobile app cannot connect to an islandwhich has a lower IV index than the rest of the

network:

1. Make sure that you are using the Silvair mobile app for iOS/iPadOS version 1.33.2.

2. Make sure that you are standing as far away from other areas as possible.3

3. Restart the app and try again.

4. If there is still no connection, go back to the project list, go to the project and area again, and select

the zone youwant to connect to. Youmay need to repeat this a few times.

● A gateway has been added to an area but it cannot connect to / collect data from some (or any) devices

in the area:

1. Connect any islands in the area to the rest of the network.

2. If you cannot connect the island, set up each island as a separate area.

3. Check if there are any differences in the IV index between devices in the area.

4. Use reprovisioning or power cycling (forcing the IV Index Recovery procedure) to unify the

IV index in this area.

● A gateway has been added to an area but it cannot connect to / collect data from devices in other areas:

1. Check if the IV index in the area that cannot be connected to is different from the IV index in the

area(s) where the gateway is working correctly.

2. Use reprovisioning or power cycling (forcing the IV Index Recovery procedure) to unify the

IV index in the area(s) with a lower IV index with the highest IV index value in the project.

3 This is tominimize the chances of connecting to a proxy device in another area that has a higher IV index.
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4. Best practices
1. When adding devices to projects, continue as described in SN-202Optimizing mesh network performance to

make sure that all devices are in range. The result of themesh quality test in each areamust be 100%.

2. Use the Silvair mobile app for iOS/iPadOS version 1.33.2 or later. Youmay need to update the app via the

App Store.

3. Use firmware version 2.30 or later.With this version, an improved IV Index Recoverymechanism has
been introduced that prevents desync of the IV index in case of connection issues. See SN-208OTA
Firmware update for provisioned devices for how to update the firmware of your devices.

5. Document revisions

Revision Date Editor Changes

1.2 11 January 2024 GM Added best practice to use firmware version 2.30 or later. Updated the
“IV Index Recovery procedure” section. Minor edits.

1.1 16November 2023 GM Clarifiedwhere themobile app for iOS/iPadOS is required. Corrected a
link to an external document. Minor edits.

1.0 20 July 2023 ES Initial revision.
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Contact information

Support:

Business development:

For more information please visit:

support@silvair.com

business@silvair.com

www.silvair.com

Our offices:

Europe

ul. Jasnogórska 44

31-358, Kraków

POLAND

North America

717Market Street, Suite 100

San Francisco, CA 94103

USA
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